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Abstract: As the modern software scale expands, software vulnerabilities bring a great threat to the security and reliability of computer
systems and software, causing huge damage to people’s production and life. In recent years, as open source software (OSS) is widely
used, the vulnerability issues of OSS have received much attention. Vulnerability awareness techniques can effectively help OSS users to
identify vulnerabilities at the early stage for timely defense. Different from the vulnerability detection techniques for traditional software,
the transparency and cooperativity of OSS vulnerabilities bring great challenges to vulnerability awareness. Therefore, various techniques
are proposed by scholars and developers to perceive potential vulnerabilities and risks in OSS from the code and open source community,

so as to find OSS vulnerabilities as early as possible and reduce the losses caused by the vulnerabilities. To boost the development of OSS
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vulnerability awareness techniques, this study conducts a systematic literature review of existing research works. The study selects 45 high-
level papers on open source vulnerability awareness techniques, including code-based, open source community discussion-based, and patch-
based vulnerability awareness techniques. The results of these papers are systematically summarized. Especially, this study proposes the
category of techniques based on the OSS vulnerability life cycle for the first time according to the most recent publications, which
supplements and improves the existing taxonomy of vulnerability awareness techniques. Finally, the study discusses the challenges in the
field and predicts future research direction.

Key words: open source software (OSS); vulnerability awareness; software security
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15 EAE IE U T 2 A Bei, LA B HH R [R] Lk [ 4 2 2 N SR BV 9B R A B it TR P d i 22 A 4
&5 (#l4n national vulnerability database, NVD) SEIUB T 15 5, 0 A AT AN T 2R 71 B 22 4 e k. SR T 7E S 2k
Hh R4 TR AL X T R R A1 ST CVD (ﬁ}%ii”ﬁ?éﬁ’]iﬁ%?’&ﬁﬂl BRI, e A T B IR
R B R LI Y, e AT A P A TR R DG A R O, 3k e i 1 U £ L T A T A 1 L R,
NI AE 23 AR A 55 i R B 16 6 (1) % H ik (zero-day attack). BRI A1, S N Bk & 1 Bk, FFRIR 2 P R R
B LR AR AR 1) 22 IR R LSS T B 4. sbAh, TR AR SR 2 45 58 R B A RO W S 38 FL 22 1 20 B R (n &
R F R 48 52)™, 3% 55 OSS (open source software) FH /™ JGi2: M I AT 45 o IR O AEAE JE 6 52, Db ix B sk
A D AT AT H AR RS A BRI AN RN 22 T A E .
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Sy WA NTE—AN [ 5 A A A 2R F @ se 1 B RS my VR FE b 1) J=) PR, T A1 220 T WA SR FH I B AR 2 15 I
e L St SR A5 1)

3.2 ETESENARIERMEAR

2018 £, R N PUR T 2018 452 i (13 T F S R BA A TR I (B 5T T A, 2R 255 AL 4005
AR (R R VR ASE I« T4 5 AT PRD R TR AT 0 o 30 T P s VIR Rl DA R B T B8 2% 20 1) ke e s U 4 AT T gk
177 g5 R, ASCHE 2019-2022 4F BRI BT H AR BEAT 5 45 5 7047

2019 4F, Rahaman 25 A\ P42 H T T CryptoGuard, % KU U Java I H ACHS -p a5 B A1 APT (1135 1 I
HEAT ER A A, AAS AR A NI T RN 57 AT DA 04 B Sk A V. CryptoGuard 7B 15 S BN 304, 1%
TR, R ST - B U R V) - (program slicing) 55— R KR T I35 I HE A, 765250 5 T LLER R R
/> 76%-80%. Rahaman %5 A7E 46 > Apache JFJE I H H1121T CryptoGuard, &I 39 A1 H 222045 —Flon s %
A, 33 AN H 2RI R .

2020 4F, Cui % A P2 H T VulDetector, 3T AR {BLE J3 fok B 41 C/C++I. VulDetector [ G & AL
FRE BB, VulDetector 14 AR e iR UK G582 %0 o 50 (1478 Lt L BB AT D) 1, AT E S S0 22 4 A0 D8 ST
T IRAEEL SR, M B I RAC AR T, B )5 5 QAR 1 B R AE R4 T bR LA S I I 1) 2 .

PEAER, — 28 T A 22l 51N T 15 BRI T % Gk AL B B (v ARy 10 Js T e e £y o g %),
T A R R R B, FAE ST R I RRAS 2 v BEARBAIR , DR Abe A 450 1) 25 T AL B 1 (R RS 7 SR AT AR 3 e (P iR
(E 585 18 RS [ 58 A& A IR, 2020 46, Xu 45\ P2 — kAR J2 1 i R IR 8 T AL BinXray,




8 BRPk 4R e A gk K R

A0 PR B AR AE DL FC Ik i BB 1, A 5 2 R oR B R AR BEA T UL, SRS AR I 4 B B 2, il LR 2
SR I BR S AT G 22 e AR AN TRFAE, AN B — PR e G P i BR A B R R B . D8 B 1) R 2. AR BAHE,
Xiao 25 A Vel xoh YRE 2 1 PR R T A 4R L T 4 08 MIVP 1 L, 40 b bR 55 R AR AR DT, I L5 A0 R (b
TRFIEAN TG, A 23 4 TR0 S A0 25 I (9 56 4

B3 RO 20 IR IR RS, 2020 4, Xue 28 A\ PRI T Clairvoyance, I A5 s 0T B SRBGNAT A0 .
HI Re G 20 P T SE IR O T 0/ DU, Clairvoyance T BRI v BEA V5 i 1 A2 K SE LIS 2 e 29 I 1R FH ik
M. A T IR AR R, SRS T 5 Bl R TR AR R AR AN T SR IR A ) B AR AT AT PR A AL 2021 4, Ma
2t N\ DIWR SRR 4 2037 5T IRIRUES S0 T B, Pluto. Pluto 7 56 M —AN45 24 [R5 1370 1R SR AR B2 2403 22 1) 1
SUE R ARG R S PATER RIS, JFHE T KAMRA LR B AR L0, DUSE AR S & AT B v . B,
Pluto ARHE—LETi5E SCHHL AN WA 24t T AF 7R AR H L IR R b S 0 N

Belleville % A\ P9 2021 4E52 t T KALD SRIEFHAE R 58 A% AR -4l 5% (1) I . KALD K4 1 P AZAQ
TEh 12 JR) AR o PR i B LA OB HR L, gt T — R AT LA - 25 8] BN JE AR v R 4R, AR ) Tl I HR 2 A )
W UK i A 2 A ol ok T A R A ) 7 R DL K 3, AT B A 4 it i . KALD 7E Linux4. 14 feA R 31 73
A AR .
3.3 ETFaSahimRBEAREA

T HE IR B AR R B AT 7, MBS € N T AT A 275 5 PO A ] Sk g e TR
IEAR.

2020 4E, Hough %5 A\ P H T Rivulet SRIBEAMCAGE N . Rivalet 26500 & A i il 5 &35 5 4 Hroiik T
R A O E IR EARE. 5340, Rivalet A G H B SCRUB B3N A e R A B 2l A i,

2019 4F Fu 2 N P T35 1AMl 22 20 BOMIB AR 840 LUK Y7 g L HL (Ethereum virtual machine, EVM) Jiifi
(%) . H, Evmfuzzer. Evmfuzzer K H 8IS0 56 B B FEA UL ofh 78 B8 & 240, IR BT IE A My NS AL 45 A5 A
1) EVM FIAE N FE Y EVM, AT B8 2 Hi R I PR 3 AT &5 SR RIS — B, e i 1ok iy A8 S5 | R IR 2020
4E Nguyen 25 N P T sFuzz, 454 AFLUOSEmS RIER 6 HE L i 208 76 00 S0 1022 H b 138 I SR B S 8 e
ELRNOMEE

2019 4F Li 25 N SRR A SRR ) AN SEA ) S0 G 366 B — ANl REATBERI IR (Rl 05640, R ie
P EARZ D IF AR T Cerebro. Li 55 N H T %t N34 (input potential) M K25 FELE i A AT Pk
B3 0 R 78 i 1) ARG 1 2 2 1, I 4 Hh AR R DR v SR N SR AR AT 1 AR ORI N IR . LR, Li 55 A4
T AT 2 H AR BB SRR AR AR O e . SR R IAR R T AFLY%: T AL, Cerebro AEK AN
S ESE S TN N AR E o o

2020 4E Kim 25 N WIFFT T %) st b 45 S S (RS PE, 45— B A DR TR R

(1) e 50 25 28 48 AH O TR R 2

(2) X HTEREANWCER BT R K, 3R 28 G SR A 5 ) T e 0O 45 PSR A T S (0 7 2

(3) I 2 BB A e 455 B8 45 2 BBk P o 50 A ot I g Bt 75 5.

(4) R P8I ey 3T U 1) 1Y sy Sk B o5, SHE A DA e 4 SR 15 M0 S s T M 55U S T

7T LRSI 23 AN IR 27 AN U T AT S EIEEd 9 sali ) 9l B, AR S AR A I, SRAR AR VE AL
AR,
34 ETREFENRRBRAREA

B LRI A AR Z A, VP2 E A GRS AT BIES AT BRI T IR IR BN

2020 4 Wang %5 N WIEEF R AR AR AT 775, $2H UAFL K8 B IRAB B H (use after-free) Jiif.
IO A AT W 4 B T B 4 S B A Akt i R T80 P s R T 75 22 LA 2 P G [ 630 Ay s, i1 3C
FEREBUE IR A R BDIRES B M, B /e AT WS R BDIRZS 7, SR IURT R SOz @ Pk M ERAE P 2. ARG, ik



S 3T TR IR IR B Fe A LR 9

YR Fe RO R, DU ZE 2D A fish e Je8 13k & (il F 9. 4, Wang 858 N B 45 &5 B i 2 A e mi Em
HUREN e

2020 4F Chen %5 A B HH L1455 SAT RSO IR 1) 81 B3 9K ) (bug-driven) [FRG KB HEAE SAVIOR. 55
i LRGN TT VAN ], SAVIOR PLAe 55 AT AR L4 1] g 28 55 53 22 Il M, SR 5 X T-HAT 42 LIk
AT BEA U 1057 . 30 Ao P 2 SRR A0 U 3 T @S, SAVIOR fig B % s i (9 AT A7 MEEA T HESL, A2 s R k1)
WX A e 525038 B, SREAIKSN I 77 A T Hoflh 30 B S R E R

I RFET T VF 2 IR TR 8 AT N R A, MIERR 2 AR T (0T A 1] R 7EAT SE B8 H v SR I AE,
I LA IR R A — B DO A — APk, 2021 48 Yu 25 N W —FhIE T 7 14 (partial orders of events)
RHNIE R A7 IR 147 757 ConVulPOE, N2 £ I AR I (1 A A7 . ConVulPOE fCVF I A2 # vl fiE 35 A7 I
TR R BIAT R She g A 25 B e o D VT 1) T AT R R, S /D AT BEPIAT I R 2 ), AT i v B R00R

2021 4F Liu 28 A U942 1 7 REVEALER K& 41 ReDoS (regular expression denial-of-service), — 2t 1 1 W] JC fic
5 SRR 2% B IR A% SORHRAT I 1E SR8 2 5 |4 v 5y 52 ek 1) LE T i sORECdE AT A, e vl xof B ek
T4 REVEALER SR T — MR A I 77 R BN SR, e 18 26 0 25 e A7 1 Tk =X v e U 4544, 4R
S5 SNAS MO IO IE 12 e 2 75 1T AR fik 4, 5 J A Jm] LA i e 1R B0 A

DL TAE R XL =k 1 .

R TR IR RSB T A 4

Paprie bt Sk T kMR Tl 4
[23] FETHLA24 2] o Ry Web R FH I K Oh ik
[24] PRALEE )L B Web N H 7 K
[25] BRI A B BEA 2
[12] Pl il 22 i 4% EZ S
[13] AR B M 4 EZ S
bl s) [18] Pl il 22 i 4% EZ S
[20] P 44 . CodeBERTTHII 2Ry ARG R
[22] TR E Pt 45 PIAFAH SRR
[26] SVM E2 e
[27] K-fold Stacking E2 e
[28] A SN TR B R 4 Z A
[29] WP, 2AE5% EZi Al
[30] MUK, BN SCBURRR Y JavaZ5 i 24 APTi ) I il
[31] IBCRFAE & EZ S
[34] AT T EE SRS WA -
A AU [35] B2 E) B HEA 2RI
[36] R Linux P AZ$R £l
[34] ARG 5 18] EZL ]
[33] I FFESE 4 EZ
[37] BTG R ARADE A I
[38] ZEOT R TS AN |
BATH [39] AFL B 2% BReA LR
[41] EASR N RN e b = RR EZ b
[42] b g5 il 1 & 7 il 25 2 ORI
[43] AR AU i S BORI RO IR
B [44] FES AT RRIIAR Z A
[45] R IR N AE T
[46] HAERL BIARIT ReDoS




10 BRPR AR, wrnndE g K 0 x4

T I L SCHR KRB VA 2 0 A, RATTACEL, D1 KA 5T AR R s v IR RN 7 i A AR RE L RS TR A
e WIS TR IR R S SR Ay, DA 979k K 22 4k rh A ek O A 1 Be o), T IAE 2 ATk
KR 22 T 1) 50 D IR R0 77 0% AT 0 ) S R YR PR AR B B 5y, A 8 R S A W A5 T IR A A I
TR, T T I A SE AR (R A S DO SRS 20 PR BEOR B AR R . R R K, A Il S SR
CIRDR - RER = N NN i W e Kb R e o e g R v sl 1A E B R A Y SN S R 4 14
L5 AR FZ (AR U0 75 3 T LAAR PR A D e I 2 N, T3 25 0T SR K SR AR A2 5] fae
ERAEHR FARIN S 4K B8 A S RN E BN 5 IR, 2 AR (K9 T N BARAE 1 25 I W 3 B, e
fig— 5 REPE 0TS BT FROAS . 9L 55— D5 T, AT EE R 3 S Sk I F) I J AR S iz I £ s 1) Ja e T
H, DA 22 4 510 TR, B e T I n B 10 N R AL 1 S e 8 — A28 PR HE SR B i R8T 465 5 DA TR 25l
BOR, A A R Pk

4 ETHRAXITIRaYRIRERMZA

2 TFUR A FH P A8 S B T i v S B B s T B, 5 T A 0 W ) 4B S AL, 7 12380 1 e v ) R 1) i
B TRAIBARA TR, DAR ORAE IO 2800 W e s i T 5 S AN S 4 HLlt . SR, 2R BT &, T 2R
#, WIT R 6 Z 2 AU AR (RRE 22 AR 2 VS R ) e 2 XU 2 TR (AN 17 22 AR V110 A A 0 T 4
A7), T H e ER A A = A Sk i S SOR e B T R R U, IR 5% A7 R A IE 2 R AT O 4R LA AT
(RAIE (R B AR 25 Pl 45, ik RV IR A5 B4 T W AR B0 B BT A Bl B IR T BE T, (RS A Ul
AR AR A — P UIE. O T S B AN B 2 b, — RV AR B 7R R B 3h Ak B B AR R 1 P 3T
SR AR
4.1 ETHEaEiRERNRRERMEAR

FET B BRI TR B AN R AR PR RS T 35 R AC B A TT IR 2, AR R HE 5 22 At AT G 1) N 28T
AT 2 e TR EOR.

2014 4F Behl 25 N WS B HR 25 D BTS00 %, $0 T —Fh3E T TF-IDF (term frequency-inverse document
frequency) H-45 FAD 25 D137 9 45 (90 R TR 4240 vk, BT R0 R 22 A T R R B AR 1. 205 ETE AL 10000
BBt 1R B U T 93.99% I B ZE R 92.56% (FIHET R, Pereira 25 A S0 2 WA RIS S A7 4 AT 14y
25, [AIFE AT UGG R AT AR A A (0 S0 AR B Zod RS P A 2P BR: {8 TF-IDF R4 gtk Ry
AIE 1) 12 RN 25 B 27 2) R 93 25385 Pereira S8 ANYIZRAIELAL T 3 Al e 280K $b3 DU H, AdaBoost FI@ [R5

2017 4F, Peters 25 A V5 H LA F TRUII S 26 25 S 5 U ) 22 A B AR 25, T 6 10 B D) (435 el A -7, LA B L
A i T 14 TR) BN A A T L A8 R 57481 o (R A8 S 4 D] BE T IX — R B, Peters 55 AiE—2D 4 tH 4 ) FARSEC (1)
HEAL, 1% HE SR AE R I 25 01 4 0 S0 B W 5 A8 Sz 4 S B vl 1V S 43, LA JBE G oh A R )N 3 e 3. T AE ok B
Chromium 1 4 4~ Apache Il H ¥] 45940 ka4 5 TP REVTAL, FARSEC #E W AT LLZE Al 2 T3 AT 1) 3L, 45
PR RPRC IR 22 2 BB R S B D 38%.

£ FARSEC ({3 I, Shu 26 N B4R H 44y SWIFT 1734, {i FH B S8 RS THILAT 1 A sk 7 vk G
BRI S 50808 ) Rl 22 A pa R S B P BE. Shu 8 NIRRT 3 MR R I OL AL SR : O AR B TRE S H LAk
O THUAL SR 25 EATHEE S B LA R R =3, I IR AL =3 e AR e AE R . ABAT 12 {# A e-dominance
AR SR o [F) I HEAT 8 2 B Ak I AT g 2 3R 8 2 I T4,

2019 £ Kudjo 25 A P Y32 4 TE-IGM (term frequency-inverse gravity moment) 18%% 1% 318 ] i) TF-IDF
KA SO G, Ry FEAE ) . Kudjo 85 N E 56 MY HURRVEE (1) FOAL 35 BROGT i B 4 25 1) AR TR 5 R kAT AL 2, 4R 5 A
F TF-IGM X 1] SUHEAT INASL, 555 23 A FH PR SR . BEATLAR AR K- 7328 3 FhbLas 2% ) S0k R oy S s, 7R dik
TIX 3 FPHLAR 22 S BAETE 10 AN A TP T R L IRVEAL 45 R B E T TF-IGM J5 A 7E 22 A Bk B R A5 R AT 45
R THEEME 72



&3 5 TR AR RIR B AR ik 11

76 FIRIZAR AT G EE R T b, A AR O da I B b v &5 SRR A e OIS Y, T 22 A R Bradie 15 (R b v 75
BE— 5 (R 22 AU AN R AN KR ) A, BT, Goseva-Popstojanova 25 A PP 22 4 BB R 45 R 2 YR 5T
T RSB TR T R R, K5 CWE-888 H i AH T i 4R 75 I R 22 AR O, A ATITE 3 4~ NASA
B VTG TSt JC B ST, A R AN 2 T Bk

BEAN, BRI IERPE 2B IS i 2 SRR i P e 2021 48 Wu 25 A Bk B AR U 1 10 B 22
AT RS, AR ILIL 8 TAE B A AT 5 A 23 T 1 22 A il B o To0i 50t 48 vh 3 A5 K i R A i id 249
(A B BEAAR A5 BRI W AR R 2B B R ), 1X S8 Peters 25 A "1 Shu 28 A PO FUMAS R PE E AL, Wu 25
ANTF LB T HAEE P AR A, JF HERRA AT e S (RIS IE ) A9 (R IEJR) il 46 L vk g,
R IE 5 B E0 4 e s B8 S THBC B I PR BE. X TR IE 5 IO EICH 48, 187 S i SUA 73 R B e KA T Peters 55
TR Shu 25N B 5 T ) 2 AR P R S VR T JRe R B A AT A 3R (0 et S A N B, W S T
TS B IR 5 PEA

PR (1 — IO 5T T A, Pan %5 V0 URFR H R TR I 10 5 (0 A4 i 00 S50 JLagE A TS 00, 08 345 B PRI AR 1
R & (W1 GitHub) ZEA# 1T BIUE 19 22 4 52 B 5 30 IR R 45 St i, 1 A0 ads mT LS Bh TP 300 F P 5 I Ik
SV AE U ARV 9 it . Pan 558 AN LABE CVE RIS BECSEIIRIAH & AR BTN G, R0 T KB I i
AT T — A48 MemVul VR 24 218, MemVul A& — ANIMBAAEAEH T 51 Ak B CWE [f14h
PRI SR, FEBS I H 375 BV 3R W, MemVul AT B J7 ¥ REER 19 58 47/ 43 e

CEE R, AT T B SR S (U B AN AR ST A ke e SRR 5 A B ARE T AT A3, R A AR
TS AL B AR N AR TT DLAE — SRR L B0 BV TR A d I, (H 50— J7 Th, SRR 2 A B B 4 2 AR S BB
RBE R, X FECT DA B R S5 A I AR ARGy R, W B Rk S T i B AR TE S SEPE
T B ARG A, Wk B S T aT BEAETE IR AT AR 7 2 T A B8R 23 BT, Je RSk — AN B RIBFR 7 ).

4.2 ETHFIFRS AFITHERREAEA

2014 4, Pletea 25 A\ Y\ GitHub [ HEASRIFHUE KA1 T3 145 % 4 ) U S A P 2%, AT TR IS 2 4
AR B BT TR 10%. HIK, 265 2 A e F P BE 8 5 R I8 AR 4. 1% B R IR SE T 75 22
&5 R TF RN 51 AFE B AAT 5 e R gt e 2 4 I, 08 S FH AR 1A T 03X LA sk 98 7 1Y) 22 4 U T mT i Sk P 47
TTH 4.

TERATTT S I], G003 A 25 T & N 53 22 [ () 3 A ] LA H SR B A I 22 4 Tl R Sk [55,56) - T 4 i H
AR (U )RR 2 RIEAT) 402N G AR BANRH 9%, (EAEIE A — T T4+, Oyetoyan 25 A P75 HIx 26 B 4
(1 77 9 300 R £, AT PR A T el A I I R4S . 511, Oyetoyan 26 A PR T —ANE A
R 30 A3 20 AT AT T N 22 A AT S 4 BJR (0 NVD) A3 — 20 S8 1a], B H 4o 4 3% e, Boi/ s
P DRI B (A8 T 3 2o Hl 5 22 A K ORI RIE), JEiE— P I T I S o B i f T 73 2848
. Oyetoyan 25 AFER A LML F . 2RSS TFIALIX P ELE BT 45 ANTIH PIB 46 LXSFrie i o ik 7
DAY 2 SRR B K 5 VE AR R~ 38 4 I X 8] 2 55%-86%, V-3 F1 43 B X 18] 2 3.4%—88%, -} AUC
MR R 69%—89%. SEi 45 L3 3 W BT~k B AMHAR SIS (R AE AL 2 (A5 R R A0 T FH T H R 2 TRIRRAIE.

2020 4F, Le 25 A PSR H T —AN44 04 PUMiner (1927 SJHESE K (1 B35 9 1) 285 90 3t o 22 A A SR 7. AR ) 1 3K
(KIHLAS 27 2] 757, PUMiner R EEUK IS FEAS (positive, B2 4 AHSC AL A) FITCHRZE (unlabel) (FIFEAS. ZhHLEE
T IAEMET ARy g RS v B it (W s 2, (R H b 5 22 A G B 7 7T A Security StackExchange H 3
4%, PUMiner 56454 b F SOE SR EEIUN F ML, SR 5 R IERE AR TN JChR 2 I FEAEE L B B PU 2% 2 #
7. PUMiner 7E3K [ StackOverflow B LRL 1720 J7 /M FHI2K [ Security StackExchange ) 52611 M 3T T
PPAL . SE5GR B, PUMiner fEPT A BEUEC B b F1 24030 0.85, H R 7R FE AR KR 28w BEAS T IR 18 oL 175 e
S A fE.

TR AR B MTF AL DX TF (3R 55 R R, IE [ AS I H 5 IR T A 9% R A 2%, 1T Ramsauer %5 A BT H



12 BRPR AR, wrnndE g K 0 x4

— Pt ] R SR, RITHS I T A Bl 4 10 A S B R IR IE (Wi i, BB SR AR, T 2 A A S I I 16 S A ™
K+ FRUERI AR IIANSs . DR A AT DR 3R A 0 v A AR TR AR A I 35 55 2 T AIUE v 1R T A7 RN Y, 225 B4
AR ICIER BN S 2 AT RAR B, WHIAK R AR 2240 T . Ramsauer %5 A\ LL Linux A% S0 H 0700
%, FHRARHITE A SLMEAR TR WIS, BRI T R 12 MWIRIEE 1 29 AN 2ea4h T, HAR TR EA
TP R P 2-179 K.

TH X B B R 1, WA 326 5 A TR IS 80X S T 5 A DX I 0 S e () SCHR S5k, FATT T DR B AZ 0 H F sk
SR A FIERTE P K TTFIRAE I AT 328, $R B e AU AR DG IR Y25, Wb e 22 4 1n) 70 PR e B R o2 4. — i
SRULTFIEAL XA 1 o 5 2 AR O N D8 3, 70U S5 )i R rh o0 K T I 1 SRR A PR A ST 42 e, B 2
W B R B R 1 78 BT S PR A v R A R AR N B0y ] Ak B LE AR AR 1) v E NS, AR X AR T T
I —ANBhig. PA L TR RS 2 iR,

2 FETIFIAL S MR A B S 46
CABA TR PIRES 30N

[47] TF-IDF. AMg& UL
[49] TF-IDF. DRl SRR )
[50] $HEPAL . e-dominance
S [52] FET SO A B 5] (R DU, SVM)RIG B 2 20 U7 i (K-40iE)
[48] TE-IDF, A2 DU, AdaBoost. iZ%&[H[JH
[51] TF-IGM
[71 FrAT AT SR R A S R
[53] FrIEBERAE . SO IR
GitHub i [54] F A IS AT
B33 [59] e ik 1
) 5 04 [58] PU 2£3]
TR N TS [57] I 224 B 2R

5 ETRBATHRIERMARA

AR A P 48 e BUHE, TS (R 2 T BAAE Dl S, el LA Bl i 52, B IE s 2 i AN A T
TFFRN T AR OGAR R (LI 1), AR, Rl B 1 g i 1A 3R T B LR B LA H AN B 241 B0 gLk, A
Gy FFURIGH P Ak R T2 RS (P AT B UA A 45 8 e R 5 D PR P ) 6 DR BRI PR A T B Ul ). 7 B
SEIR PRI ) BE A, FELE Tty 25 T B AL 0 AR, RV BRI 0 H 22 CL2eAT BAb T, (2 th ARG 2
PEFEAT ARSI EHr. i T IFIREA T E I, v LU A S A AR AR 5 LR N RO A A #h T

2017 4, Xu 2N ORI T Fh 3N T2 HTHESE SPAIN. SPAIN W% (180 RS 22 44N T, JF A S5 AN T4
RO i A . 45 — BEIRE (9 U4 AN C S BOBOA, SPAIN BEGE 52 A7 L P B Bad (RITREAN T) HBR
B, JFE— 20 R A 5% R B SR IR A B, e T MR 5 12 S SO 15 0 22 A T S Dy B A 2 1] T RE (K 4R AT
WGP EA T o3 A, ot eR BCEA TG g i, AT LA S AU T 5 HRATBL b T BT Xu 55 A AE FL St F K 75 H
TIGIUE T SPAIN HIHER R Ll g~ EAE, IR T 5 Flekh T A S I iy dsdlf s X

A F Xu 2 A OUE AR 2 A 2 A4 T, USR5 2 1 AR SR AR TR R, BT TR AR
PE (¥ AR A2 B B2 A8 1 S LRIV AE (¥ 22 4240 T, 2018 4 Sabetta %5 A 2 H T FhILFHLAS A% 5 H B YU & A 56
R ACRE PR AT K TR, A AT TS AURD 22 SRR 1 AR 5 40 5 K SRS, DA AR HE SCR 1 70 T84T 50 2K, T80y
O TR AS H S AN AR AR T AN 1 ) e, I BLiss HERfG AR D0 B R LI 2 H B, Sabetta 55 A KB
AP AR MBI RS AR IR 4 BT, RS AT TS BE 17— N BCEHLHI P AT R 1. LA, =



&3 5 TR AR RIR B AR ik 13

SO R A BRI Ay 22 A A O, AT RV 4 S K 1E . S 2, Ik B AR A S 6 v A 48 o (R T A 2R (80%) Al
FRKE T AESZ 10 73 ] 2R (43%). 55 Sabetta 25 A TAEZAL, Zhou %5 A B RE LASRAT H A RISAS A8 5 A i A K
BRI 2 A4 T A F AT T R TR B 2% S HOR, Bpdctth, R T P/ 28 I 4 I L2 AR B s ik A
VB A A AR AT AR B I SUAE L. AR, Zhou 5 NIEFHE T — AN KBUARIK) 22 4 4h T8R4, Bk B 4 AN JFUE C
EEIUH ML 38291 N4 T, T T AN THAIF.

[T Sabetta 25 A U1 Zhou %5 N PV i FE 4R AT H AGRIYEAS AS 51 (45 6, Zhou 25 A P 7E A& 52 11
W N HRAE H A AT A 2 A A R, T DA TR0 AR A 3 43 A58 {1135 T Transformer £ H
T =A%k VulFixMiner [ 5 0 H [F4 440 T 300 TR, {205 5 A8 CodeBERT X238 {1404 7E
TP R R SUE B, DU T IRBIEE M RALR A& S 40 T . VulFixMiner ¥ 5E M 1M (finetune) CodeBERT %k
5 3 SO (AR A B IR S B, AR JE G SR I ARAD AR A5 BT R A (— MREAS BB & 2 A S
FE ) T B A AT R 1) 2.

2019 4E, Wang % A 0 U5 Hc 2 R A Baobib A T J T RUBE (0 SEURRIF S, A ATTHE BN T AT Ll et
FIF LAR 2% H Y (zero-day attack), 1 T AN A Brs o e W HARTE A6 I T ARG AT, 1o HLI& nT gk — B+ 5
FRAHAE A A (AR AR, A3 19 B A0 00 7 vk AR e 440 T, Wang S5 N B 268 T —A 8 4700 2422404
THIBE E, ARG T — AR IE FE R R R LA A 2 (043 2888, A, Wang S N IEHRFT T A ARG se B R R K
LG — B TS A A AR b T B33, A4 148 OpenSSL. LibreSSL 1 BoringSSL & GIWF 58 &L T 12
ABRRBI) e A th T

T RN T AR I, A o S A g 2 — A 43 SR A8 52 U Il (R BB R TR H0 3 11 A B X 43 T k. I B
A5G T TP AL B I R IR B SN B AR AL, A2 T2 5] AR T ARRAE 1A e BSORIASE 20 () e v J T, 45 A A0l S R ) i 4
12, B SN AT B R 2 T BL B TAR R S5 n3E 3 FioR.

3 AT T IR IR BN HOR B AR 46

Bt SCiik JikNER
RN T [61] D &y INRCE =V T}
U BARR N T [60] AT
PRI AN T [9] CodeBERTTiI| Zi A 7Y
HEOME AR [62] HARTE T ALEE, SVM
HE AT AR B AT [8] IREANZ 2%

6 NFHIFEESTH

6.1 NFREARAMIE

TR I TE A A 0 () T AR, RS R A AR, TR LB A3 5 SR 5 R g L, 5 A
FUE AL, AT DRk K & . 5 SCER 4 I T 2018 42 DK 38 40 I RS AN s i A JF LR, B T HAHR, &
A AEAY, St 1) U I e 3 R RS T T bk, 7 (50 5 SR TRIRIF 38 SR ER. R T FRAT T AR FR 3 s i LS A Mo )
FETIFIEAL X S5 AN T 10 TR, FreAsk 4 P & T B b AR 2000 (IR gk &n L. AR T sFuzz BAAME
T H#th GitHub ¥E%, 1M1 sFuzz 7] LLEHAE M 51 _EATH DU 4G 8 B e & 2002 1 & F 2 4.
6.2 NHHIEE

1o T P SR XS T U T B AR Y A 30 S AR U T, 3R 5 B T U TR B A T ) — e B R, BRI T
RN BRI bk, J5 68 )5 RIOHT R S % KA.

VPD. VCID #& i1 Li % A “W 84, Horh, VPD 5K H 19 A CICHITHEEAER 1761 AN, W 1% 3454
AARIEL T VCID WL 455 ANRITHN T 0 R By SRS & S B S 44, DL AT B 1R 51 s
IR RARRSAT BT A5+ 45, T AHBR AR AT BT 5= 455 .
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R4 PR EE TR

KK F ES [RE 2R
VulSeeker 2018 oy 5e Jeil https://github.com/buptsseGJ/VulSeeker
CryptoGuard 2019 Java® i APLZE H https://github.com/CryptoGuardOSS/cryptoguard
SlowFuzz 2019 S AR IR https:/github.com/nettrino/slowfuzz
JSFlowTamper 2020 % 7 i B S ] https:/github.com/yirugi/JSFlowTamper
Rivulet 2020 JavafQh% i A i https://github.com/gmu-swe/rivulet
SAVIOR 2020 C/CH++iR https://github.com/evanmak/savior-source
FUNDED 2020 EZEv o] https://github.com/HuantWang/FUNDED_NISL
ReVeal 2020 C& 5 ] https://github.com/VulDetProject/ReVeal
VulDetector 2021 C/CH++iR https://github.com/leontsuil987/VulDetector
ContractFuzzer 2018 B He 2RI https://github.com/gongbell/ContractFuzzer
sFuzz 2021 B He 2RI https://sfuzz.github.io
Pluto 2021 B He 1t 2RI https://github.com/PlutoAnalyzer/pluto/tree/main/PlutoTool

X5 PiREGI SRR

HTR FEh Bk ] Nk
VPD, VCID 2016 FEIH C/C++ https://github.com/vulpecker/Vulpecker
SARD 2017 FUSEERAESE C/CtH, Javads: https://samate.nist.gov/SARD/
CGD 2018 JFEIH C/C++ https://github.com/CGCL-codes/VulDeePecker
KB 2019 JREIH Java https://github.com/SAP/project-kb/tree/master/MSR2019
VDISC 2021 JREIH C/C++ https://osf.io/d45bw/
Chromium/Debian 2020  JREIH C https://bit.ly/3bX30ai
CryptoAPI 2021 N LHili& Java https://github.com/CryptoAPI-Bench
OWASP 2022 ALV Java https://owasp.org/www-project-benchmark
CodeXGLUE/Defect-detection 2022 FFUE I H C https://github.com/microsoft/CodeXGLUE/Defect-detection

SARD (software assurance reference dataset) & HH 3 [ [E KR UE S H AT BE (NIST) B 2006 £ FF 45 5 B4
B RKER IR BE 4. SR ) C, C++, Java, PHP M1 CHZRFEITE =, A8 504 v J5 3 (0 5 8 v B, 4nigiAR
fith, ISR RN K E T B SRR U, AT A R e R 2 R R k). i
SCA AR IR ST SCRR [37] R T K BB A o (3 43 B

CGD J&h Li % A Y56 SARD M NVD W (1), 5 3000 7 22 b XA IR T (CWE-119) 18 4 AR LI
i (CWE-399) (%4, CGD i 5 61638 AMEITH, Hrb 17725 MR EHIRIAMACITY. 43913 MEA
SRR AL, 75 17725 AN SRR AT Ed, 10440 A% R 28 v X A5 IR, 17 FG 4210 7285 ANXH N 78 U5
PR R .

KD #2 11 Ponta 25 N WS K T H ROBO 4. %3R5 1282 MRS, HILUMB R K [ 205 T
Java T0UH 1] 624 A2 FF45 R B0IR . 1Y SCA48 0 STk [62] A 1 iz 4di 4k

VDISC /& Russel 5 A\ M8 (5 42, B8 7 TP AR R 290 (0 127 J5A sk B g AR, I FE S 07
Fric T ¥ e TR .

th Chakraborty %5 A\ Wit 4k 1) Chromium F1 Debian ¥4 45 1543 IR T ACHD F By 2240 MFEAFIA SIS
5 B 1) 20494 AMFEARK . & AMEAR RIS FEITH WA AT/ ).

CryptoAPI J& B Rahaman 25 A PR EE Bl 42, JErp a8 171 ASFEBI, X 16 B Java I .

OWASP Z:ifE (benchmark) T H A& —ANE 4 4 1L FE TR Java WAL, E 1 v AL 21041 40T
FIFH AR A4, 495 SQL I EA . BEI U7 17 258 IR TR, ELARAMREAS ER IS IR (1) CWE, LA ERFST & 18 .

CodeXGLUE" & 5 S5 A (114 QT 4 B AT 1) K AR 22 AT 45 FEHE, JCrh A0 38 7 S50 T AS DU AH O A i 4. 145K
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PR ) 111 Zhou 25 N W4, kY5 T Linux Kernel. QEMU. Wireshark #1 FFmpegTrain iX 4 NI H, Hf
RS BiEsE. MRS/ 54 21854, 2732,2732.

7 BUERSRE

7.1 Bk &k

T VALY 5 KT EAT B SR, AR SR IR B AT R R B A R AR TEAR 22 77 T L4810 B, (ELATR 4R T 1 LA
T i) Bk

o TR AR A AW B 2 TR, PRI R GRS AR 58— IR AR AT 43, Bl AN a5y
O FF IR VR 8 7T = B A e TR N T A R e B U P A R e T e AR M DL N R X
TR

o TEFETHLARF IR IR M A W4 IFR T AE h, FMAMERS R LR AR I TIONE, D 28
LA RURSHIN HH IR 10 P AR . i A R T SRR N R AR v, A2 P AR B X T SR S PR A, e R £
1) AR A SR 24 B JE L, 1T 50 4 5 S B 3 e AR AN A ), JXA 3 S50 P 8 e A 70 ST B 2 T 7 2R IR, I AR K
WL S VI 3 e A 2 18 A7 20 A 51 FH 12

o e DU EL S HCR AR TR SR AR 2 0F T R LA /D F S B A PR VR KA kAT 50 DA IR 7 VR (R A 1,
TG FAE ) — A EAR AR, A7 (8 5 SR IO 708 L BE R TAE R — B THR RN 2 R T
S LLAE /D I PR PE T30 E B AN B AR B2 A B g . IR, B AR (0 I Pk T I R A 28 e m i ),
TE R HB R IR Hcdl B 120 M.

o AR EE TEAIG HLSE 4000 BE RIS AN . T 20 B RS I 1R I 2 AR v A BR B RO (1 e IR R A S B A
PR S 3 AR T B R T AR 4 G v R R0 (R TR B DA A iR R ER A AL
72 R OB

SEA T B 5 AT B e, FRAT DA AR A 7 7 A LT e 28,

o FE S e IO RS ) TR s B 7T DA T Bl TR H MATSEL, 854 A ahbmd BoAR M s s, K HL
R TTI DR R MO EAE TR
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